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INFORMATION SYSTEM



+33 (0)5 57 26 08 88 | contact_S3@serma.com | www.serma-safety-security.com
SERMA Safety and Security - 14 rue Galilée - 33600 PESSAC - FRANCE

OUR SERVICE
OFFERINGS

Governance, risk, and compliance

Understanding and identifying business
processes
Security level assessment and diagnosis
Compliance with existing security
frameworks (ISO 2700X, NIS2, LPM,
GDPR, CRA, etc.)
Analysis of major operational risks
Implementation of processes and
documentation (ISSP, security plans,
etc.) to improve system security,
including resilience aspects (crisis
management, incident management,
business continuity and disaster
recovery plans, etc.)
Cyber-defense assessment and France
Relance cybersecurity pathway

Audits and penetration testing

Penetration testing (pentest) – network
and application cybersecurity audit
Source code audit – detection of
application vulnerabilities
Configuration audit – securing systems
and equipment
Architecture audit – strategic analysis of
your information system
Organizational audit – cybersecurity
maturity assessment
Physical audit – securing access and
sensitive equipment
Human chain audit & phishing
simulation – awareness and prevention

Solution integration

Audit, study, and consulting
Solution integration and technical
expertise
Support, maintenance, and technical
assistance services

Security Operations Center

(SOC)

Detect, analyze, respond
Co-building
Continuous improvement and
regulatory compliance
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